NMHOOPMALIMOHHAA NMAMATKA
And ObYYAIKOLWUXCA And PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOAEKU B MHTEPHETE CTAHOBUTHCSA OOJIBLIE, a IIKOJIbHUKU OJHU U3
caMbIX AaKTHBHBIX IOJb30Baresiell PyHera. Mexay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJieMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e30macHo
HaXOJIUThCS B CETH.

KomMnbroTepHble BUPYCbI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISETCS CIOCOOHOCTh K PasMHOXKEHHIO. B jomoiHeHune K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl M JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIB30BATENI0, OT UIMEHU KOTOPOTo OblIa 3aIlylleHa 3apakeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)KE€ YHHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl YEpE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. llocrosstHHO ycTaHaBnuBail mautu (UM(pOBBIE 3aIJIaTKH, KOTOpPbIE aBTOMAaTHUYECKU
YCTAQHABJIMBAIOTCS C 1eNbI0  J0pabOTKM MporpaMmbl) M Jpyrue OOHOBJIEHUS CBOEH
orepanmoHHo# cucrembl. CkaunBail X TOIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXKHUM aBTOMAaTHUYECKOTr0 OOHOBJICHUS, BKIIIOYH €T0;

3. Paboraif Ha cBoeM KOMIIBIOTEpE IO MPaBaMHU IIOJIH30BATEIs, a HE aJMHHUCTPATOPA.
OTO HE TMO3BOJMUT OOJBUIMHCTBY BPEJIOHOCHBIX NPOTpaMM HHCTAIMPOBAThCS Ha TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIC MPOAYKTHI M3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUYECKHi JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonb3yli BHEIIHWE HOCUTENU MH(GOpMaLUHU, Takue Kak (remika, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, OTyUYEHHBIE U3 HEHAJIEKHBIX UICTOYHHUKOB. [{axe
Te (aiibl, KOTOpBIE MPUCIIAT TBOM 3HAKOMBIN. Jlydile yTOYHM y HEro, OTIpaBJIsI I OH Te0e uX.

Cetun WI-FI

Wi-Fi - 310 He B mepenaun TaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnaHus 3apeructpuponana Opena "WECA", uro ob6o3nauaio
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoautcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamiero BpeMEHHM JomuIa Jpyras a0OpeBHaTypa, KOTOpas SIBIISIETCS TaKOW Ke
TexHoJoruei. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1aHO C HAMEKOM Ha CTaHAAPT

BbIcIIel 3ByKoBoM TexHuku Hi-Fi, uTo B nmepeBojie 03HavaeT "BbICOKasi TOYHOCTH".

Ja, OecrylaTHBI HMHTEPHET-IOCTYH B Kade, OTeNsX U a’pornoprax SBJISIETCS OTINYHOM



BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 00mienocTynHbie Wi-
Fi cetu He aBIArOTCS O€30IIaCHBIMHE.

CogeTbl 110 O€30MaCHOCTH pabOThI B 00LIETOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JWuyHYH HH(popManuio dYepe3 ooOmenoctynuele Wi-Fi cern.
Paboras B HUX, )KeNaTeabHO HE BBOJAUTH MAPOJIH JOCTYIA, JOTHHBI U KaKHE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl U OpaHmMayep. TemM caMbIM ThI
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwzoBanuu Wi-Fi otkmoun dysknuro "OOmmit moctyn Kk (daitiam wu
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO YMOIYAHHIO, OJHAKO HEKOTOPHIE IMOIH30BATEIIN
AKTUBUPYIOT €€ JUTsl yI00CTBa MCIIOJIb30BaHMs B paboTe wiu yueoe,

4. He wucnons3yii myonuunbeiii WI-FI s mepemaunm nUYHBIX AQHHBIX, HAmpuUMep s
BBIX0/1a B COLIMAJIBHBIE CETU WIX B AJIEKTPOHHYIO IIOUTY;

5. Ucnonw3yil Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gynknuio "Iloakmouenne k Wi-Fi aBromarnuecku".
He nomyckaif aBToMaTH4eCcKOro MoJAKI0YeHUs ycTpoiicTBa k cetaM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CornuanbHble CETH aKTUBHO BXOJSAT B Hally JKW3Hb, MHOTHE JIOAM PabOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxke 3aperucTpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISETCS OIHOMN
CebMON BCEX KHUTeNel IMiaHeThl. MHOTHE MOJb30BaTENd HE MOHUMAIOT, YTO HHGopMaIus,
pa3MelIeHHass UMH B COIMATBHBIX CETSAX, MOXKET ObITh HAWJIEHAa U MCIOJb30BaHa KEM YTOJIHO, B
TOM YHCJIE€ HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COHAJIbHBIX CCTAX:

1. Orpanmup coucok apy3eil. Y TeOs B ApPY3bsSX HE JOIDKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amumail cBok0 4acTHYO *kH3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuiai CBOI penmyTaiuio - IepKH €€ B YUCTOTE W 3ajJiaBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MONTH30BATENU BUACTH, YTO ThI 3arpyxkaenisb? [logymai, mpexae 4eM 4To-To
OITyOJIMKOBATh, HAMMMCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIb, HE MCIIOJIb3YH CBOE PEaIbHOE MM
U IPYTYI0 JUYHYIO HH(OpMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€Obl U MTPOYEE;

5. U30eraii pazmemienus ¢ororpaduit B IuTepHeTe, rae Tl n300pakeH Ha MECTHOCTH, 1O
KOTOPOM MO>KHO OIIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIHAIBLHON CETH HEOOXOIMMO HCIIOJIb30BATh CIIOXHBIE MapOJIH,
cocTosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;



7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B310OMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

ANEeKTPOHHbIe AeHbIM

DJNEeKTPOHHBIE JEHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCOABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax A0 CHUX IIOP HE IPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ IMPOIHUCAHO B 3aKOHE, I/I€ UX Pa3ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HKIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HASHTH(PHUKAIUW MOJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTU(UKALKS T0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxke cremyer pa3nuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIH (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HE(HUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JI€HbIAMU:

1. TlpuBsku Kk cueTy MOOWMIBHBINA TenedoH. ITO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiu 3a0yJelib CBOM
TUTATS)KHBIA TTAPOJTb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Vcnone3yi ogHopasoBbie napoiu. [locie nepexosia Ha yCUIGHHYIO aBTOpPHU3AINIO TeOe
yke He Oy/IeT yrpoKaTh OMACHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli maposib. [IpectynHukam OyaeT He IpOCTO yragaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee 8 3HAaKOB U BKJIIOYAIOT B cels
CTPOYHBIE U IPONUCHBbIE OYKBbI, HU(PBHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJuIapa,
(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hapumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
ANeKTPpOoHHas no4Ta

DneKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU IO MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TONIb30BaTEeSI(@UMsL_JoMeHa. Takke KpoMme IepeJadyd IpOCTOro TEeKCTa, HUMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paisbl.

OcHOBHBIE COBETHI 110 O6€30MacHoi paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydllle JOBEPSATHh TEM, KOTO 3HAellb U KTO MEPBbIA B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute NU4Hy0 HMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKanbHbIN _(paHat@" uium "pokx2013" Bmecto "temal3";

3. I/ICHOHB3yI>'I ABYXOTAIIHYKO aBTOPU3AlHIO. 910 Koraga nmoMHMMoO IapoJisi Hy’>KHO BBOAHWTH



KO/, IpUChIIaeMblIit mo SMS;

4. BeiOepu CcHIOXHBIA Tapodib. JIJIsi KaXaoro MOYTOBOTO SIMUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOMKHOCTH HamucaTh CAMOMY CBOW JIMYHBIA BOIPOC, MCHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJBbKO TMOYTOBBIX SIIUMKOB. IlepBbI 11 4YacTHOM MEpPENHCKH C
aJpecatamMu, KOTOPHIM Thl JIOBEpsCIlb. DTO 3JEKTPOHHBIM aJpec HE HAJl0 HUCIOJIb30BaTh IMPU
peructpanuu Ha popymax U carax;

7. He oTkpbIBaii (haiisl U IpyTrHe BIOKEHUS B MHUCbMAaX, Ja)K€ €CJIM OHU IPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3T (aiiibl;

8. [lociie okoHyaHust pabOTHI HAa TOYTOBOM CEPBUCE TEPE]l 3aKPHITUEM BKJIAJKU C CAUTOM
He 3a0y/1b HakaTh Ha "BeriiT".

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO

KubepOymnuHr - npeciiejoBaHle COOOIIEHUSIMU, COACPKAIIMMU OCKOPOJIEHUS, arpeccutio,
3aIyTUBAHKE; XYJIUTAaHCTBO; CONMAIbLHOE OOMKOTHPOBAHKME C TMOMONIBIO PA3IMYHBIX HMHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00PbOE C KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. Jlydmuii crioco0: MOCOBETOBAThCA Kak ceOs BECTU U, €CIIU HET TOTO,
K KOMYy MOXHO OOpaTHThCS, TO BHa4aje YCIOKOWTbCs. Ecnu Thl HauHelmb OTBeYaTh
OCKOpOIJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJBKO eIle OOJbIIe pa30oxiKellb KOH(PIUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTHL B CETH MHHMAs. CYH_ICCTBYI-OT CITOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTOUT BeCTH XyJUTaHCKUH 00pa3 BUPTYalbHOH ku3HU. VIHTEpHET (puKCuUpyeT Bce
TBOM JIEUCTBUS U COXPAHSET UX. Y AAIUTh UX OyAET KpaliHe 3aTpyAHUTEIbHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEICTICHHBIX a[PECOB;

8. Ecim Tl cBuzmerens kuOepOysuinHra. TBOM  J€MCTBHS: BBICTYNUTb MPOTHB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHs OLEHUBAIOTCA HETaTUBHO, MOIIEPKATh
KEpPTBY, KOTOPOW HYXHa IICUXOJIOTMYEcKas IOMOIllb, COOOUIUTH B3pOCIbIM O (akre
arpecCUBHOIO MOBEJEHUS B CETH.

Mo6unbHbIN TenedoH

COBpeMCHHBIe CMapT(pOHBI U IUIAHIICTBI COACPIKAT B ce0e BIIOJIHE B3pOCHLII71 (I)yHKI_II/IOHaJ'I,



U TElnepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMH KoMIlbioTepamu. OJHAKO, CPeACTB
3alIUTHI U711 TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B
HUX TPOUCXOJUT HE Tak MHTeHCUBHO, kak mis IIK, To ke camoe kacaercss U MOOMIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIH HACTOJBHBIC aHAJIOTH,
OJIHaKO paciupeHue (yHKIHMOHAJa BJedeT 3a cO000i OOJBIIYI0 CI0XHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIIUE KPUTHYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOMILHOTO TeJ'Ie(bOHaZ

Hudgero He sBisieTcss mo-HacToseMy OecruiaTHbIM. Byns ocTopoxeH, Benb korga Tebe
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTh SMS, poTo mmm Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HUTOre?

Heo6xo0auMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBbI [J11 MOOUITBHBIX Tele()OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHMKA, BCAb OHU MOI'YT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro Kak THI BBIAACHIH C caiiTa, TZi€ BBOJWI JHYHYIO WH(POpPMALHWIO, 3aliau B
HacTpoiku Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBOIl HOMEp MOOUJIBHOIO TeneoHa TOJIBKO JIFOJIM, KOTOPBHIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Moyb3yenibcs. He 3a0biBaii mHOTIA
MIPOBEPSITH ITO.

Online urpbl

COBpCMeHHI)IG OHH&ﬁH-Hl"pLI - OTO KpaCOYHBLIC, 3axXBaTbIBAIOIIUC PA3BJICYCHMU,
O6’BG,Z[I/IH$II-OH_II/IC COTHHU TBICAY YCJIOBCK I10 BCEMY MHDY. HrpOKI/I HCCICAYIOT JQHHBIA UM MHp,
06HIaIOTCSI ApYyT C APYroM, BBIIMOJTHAIOT 3aJaHUsA, CPpAXKAOTCA C MOHCTpaMU M MOJTYYarOT OIIBIT.
3a YAOBOJIbCTBUC OHH IIIATAT: MOKYIIAIOT AHUCK, OIVIAYHMBAKOT a0OHEMEHT HIIH HpI/IOﬁpeTaIOT
KaKue-TO OIIIIHUH.

Bce atum cpenctBa uMIyT Ha NOAAEpKAHME M DPA3BUTHE UIPHL, a TaKKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBbl AaBTOPH3AI[MHM, BBIMYCKAIOTCSI HOBBIE MAaTYU
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIlacaTbCid HE CTOJIBKO CBOMX COIICPHHKOB, CKOJIBKO KpaXXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30IaCHOCTH TBOETO HUI'PpOBOI'0 akKKayHTa:



1. Eciin npyroii urpok Bener cedsl MII0XO MM CO3JaeT TeOe HENPHITHOCTH, 3a0JIOKHPYH
€ro B CIIMCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UIPbl Ha IJIOXO0E€ MOBEJEHUE ITOIO0 UTPOKA, KEIATEIHHO
HPUIIOKUTH KaKHe-TO 1I0Ka3aTeNIbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uManbHbIC TATYH U MOJIBL;

6. Mcnonb3yii cliokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WUIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. lIoka Thl Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

PULINHT Unun Kpaxa NN4YHbIX AaHHbIX

OObIYHOM Kpakel [eHer M JOKYMEHTOB CEerofHs YK€ HHKOTO HE YIUBHUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUM 3JOYMBIIUICHHUKHA T[EPEMECTUIINCh B HMHTEPHET, W
MIPOJIOJDKAIOT 3aHUMATHCS " TFOOUMBIM" J1€JIOM.

Tak mosiBHIIaCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT, TJIaBHAS LEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(DUIACHIMATIBHBIX TAHHBIX II0JIb30BATENICH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Ecii Thl oJJ03peBaeliib, 4To TBOSI aHKEeTa Obljia B3JI0OMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonb3yil ClIOXKHBIE U pa3Hble Mapoiu. TakuM oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMali, TO HEOOXOUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no0aBiieHb! y T€O0s B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU Oy/eT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbIE CalThI;

5. YcranoBu HazexHbIi naposb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBail (haiiiel U Ipyrue BIOKEHUS B MHCbMaX, Ja)Ke €CJIM OHU MPUIIUTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISIA JTU OHU Te0e 3T (aiiibl.

LUndposas penytaums

Hudposas penyrauus - 3T0 HeraTHUBHas WIM MO3UTHMBHas HH(opmauus B ceTu o Tede.



Komnpomerupyromas uHpopmanus, pasMelleHHas B UHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3UThCsl Ha TBOEH peanbHOW xku3HU. "lludpoBas pemyranus" - 3To TBON MUMHIK, KOTOPBIA
dopmupyercst u3 napopmau o Tede B MHTEPHETE.

TBoe mecTo JKUTCJILCTBA, y‘le6bl, TBOC (bHHaHCOBoe IIOJIOXKCHHUC, 0COOEHHOCTH XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCSA B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMU JMYHOHW WH(OpManuu B
NurtepHeTe, HE MOHMMAas BO3MOXHBIX NOCHEACTBUM. Thl 1ake HE CMOXKEIIb JA0ragaTbCs O TOM,
yTto pororpadus, pasmerieHHas S JeT Ha3ajl, CTajla MPUIMHOM 0TKa3a MPHUHATH TeOsl Ha padoTy.

Kommenrapuu, pasmenienue TBoux ¢ororpaduii 1 Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X YAalaullb. Thl HE 3Haelllb, KTO COXPAHWII 3Ty HH(OpMaIHio, romnaia
JM OHAa B IIOMCKOBBIC CHCTEMbl M COXPAHMJIACh JM OHA, a IJIABHOE: YTO MOAYMAIOT O Tebe
OKpY’KarollMe JIOAHU, KOTOpble HAaayT u yBUAAT 3T0. Haiftu nH(popmanmio MHOIO JIET CIyCcTs
CMOXeT JI000# - Kak M3 MOOphIX MOOYXIEHHUH, TaKk U C HaMepeHHEeM MPHYUHHUTH Bpeld. ITO
MOYET OBITh KTO YI'OJHO.

OcHOBHBIE COBETHI 10 3aKTe U(POBOI pemyTanuu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M IepenaBaTh y ceOst B Oiore wim B
COIIMATLHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBH OTpAaHMYEHHUSI Ha MPOCMOTP TBOETO MPOQMIIL U €ro
COJIEP’KUMOT0, ClIeNIail ero TOJIbKO "uist Ipy3ein';

3. He pa3meniaii u He yka3biBail MH(MOpPMAIIHIO, KOTOPass MOXET KOT0-IUO0 OCKOPOJISATH
WY O0MXKATh.

ABTOpCKOE npaBo

CoBpeMeHHbIE MKOJbHUKHU - aKTUBHBIE MOJIB30BaTeNN UGPOBOTo mpocTpancTra. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIB30BaHWE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOrO Mupa Tpedyer
cOOJTI0ICHUSI TIPAaB HA UHTEIJUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "MHTeNNIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Pas3JIMUYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHuMBasg KHHUramu, QortorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEIECHUS
HayKH, JTUTEPATYPBI U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYNAKOT B KAYECTBE TAPAHTUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHBIM, JacT €My CIpaBeJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPynAa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemnieHust aBTopa He MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HMMIOPTUPOBATH, MYCKaTh B IMpPOKAT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHATH B dHpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOIO OOECeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JaHHBIX K TBOMM AaKKayHTaM JI0 OJOKHPOBKHM TBOETO YCTPOWCTBA, I/ie
yCTaHOBJIEHA HellerajbHas nporpamma. He cTrouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JieTajibHbIE
U OecriaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane



CereBu4ok.pp - TBOW TJIABHBIM COBETYMK B CETH. 3JeCh Thl MOJXEIIb Yy3HAaTh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3BIKOM, @ MPU BO3HUKHOBEHUM KPUTHUUYECKOU
cuUTyaluu oOpaTHTbCS 3a COBETOM. A Tak)Ke MPUHATH y4yacTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTaHUHOM !



